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Executive Summary

MOSAIC is a proof-of-concept system that demonstrates how arbitrary binary files
(images, documents, executables), in particular CSAM, can be covertly distributed and
paid for through ordinary email traffic– without appearing as attachments, without
triggering attachment-based filters, and without any visible indication in the email body
that data is being transferred or payments are being made. A system like this, or one
similar to it, could plausibly have been used by Jeffrey Epstein and his accomplices to
distribute illicit content such as CSAM while evading conventional email monitoring.

Due to the ease of creating the system– essentially one day of shell scripting for a
functional prototype– along with the convenience and utility of the system, the authors
assess it is highly probable this method already exists in the wild. Law enforcement would
need to have access to the raw source of targets’ emails to determine whether any
additional data is being sent– a difficult task without an already-pending investigation
supported by probable cause.

While it is preferable to the sender to have their own email server in order to transfer files
from a server-side queue, the sender does not actually have to have their own server– they
only need access to a server that can send email from the command line4. The challenge is
compounded by the fact that no one is looking for this type of traffic on port 25 (SMTP)
or port 993 (IMAP with SSL/TLS), as it is not suspicious compared to the well-known Tor
ports and VPNs that would drastically increase the target’s detection profile. Finally,
MOSAIC is nearly entirely automated, and is practically instantaneous, as well as
convenient. As such, the concepts behind MOSAIC represent an important new avenue for
investigators to detect the covert distribution of CSAM.

I. Technical Introduction

The core idea is straightforward. Every email message contains headers: structured lines of
metadata that precede the message body. Standard headers include fields like From, To,
Date, and Subject. The email standard (RFC 5322) also permits arbitrary custom
headers, which are any header lines beginning with X-. Mail servers, spam filters, and
email clients routinely ignore custom headers they do not recognize; they simply pass them
through untouched.

MOSAIC exploits this by using custom headers to its advantage, following this high-level
process that is enabled by standard command line utilities available on Linux and macOS–
and that many Windows computers also have:

1. Encode. The input file is Base64-encoded, producing a stream of printable ASCII
characters. This is the same encoding used by email attachments (MIME), but

4Virtually all Linux servers can send email from the command line with no additional configuration and
with only built-in software. This is commonly done with automated system messages and notifications.
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MOSAIC does not use the MIME attachment mechanism.
2. Fragment. The Base64 stream is split into N chunks of roughly equal size.
3. Embed. Each chunk is placed into a custom X-Custom header of a separate,

otherwise ordinary-looking email message. The header name itself encodes the
fragment’s sequence number and the total fragment count.

4. Transmit. The emails are sent through any standard mail server (SMTP). To an
observer or automated filter, they appear to be routine messages with unremarkable
bodies.

5. Reassemble. The recipient (or an automated process) scans incoming emails for
the custom headers, extracts the fragments, orders them by sequence number,
concatenates the Base64 data, and decodes it back to the original binary file.

6. Verify. A SHA-256 digest embedded in each email’s X-Custom-Digest header
allows confirmation that the reassembled file is bit-for-bit identical to the original.
(This step serves to validate the proof of concept rather than being essential to the
distribution mechanism itself.)

7. Invoice. An arbitrary Bitcoin amount indicating what is being charged for the
content appears in a X-Custom-Invoice header, so that the user sees how much the
content costs. This permits the sender to keep track of the user’s balance. This also
could be triggered by a purchase order on a website that caused the content to be
sent. Or the user could have a subscription that automatically sends them a certain
amount of new CSAM per month and they can pay extra for more. Either way, this
is all recorded in a blockchain ledger.

Because the payload never appears as an attachment and the email body can contain any
plausible cover text, conventional detection methods (attachment scanning, file-type
filtering, keyword analysis of message bodies) are ineffective. The data hides in a part of
the message that virtually no monitoring tool inspects. The payment request is also in a
custom header, which acts as an invoice for payment via Bitcoin or other cryptocurrency.

Header naming convention. MOSAIC identifies fragments using a structured header
name of the form:

X-Custom-<SEQ> -<TOTAL>

where SEQ and TOTAL are three-character alphabetic codes. The encoding maps integers to
letter pairs: 1= XAA, 2= XAB, . . . , 26= XAZ, 27= XBA, and so on. For example, the header
X-Custom-XAC-XAH identifies fragment 3 of 8. This convention allows up to 676 fragments
(26× 26) per transfer with a default fragment size of 1,000 lines, which is sufficient for files
of substantial size (apx. 35 MB). This is more than enough space to transfer short videos
or extremely high resolution still images. The file size can be increased to a theoretical
maximum of 350 MB by increasing the fragment size to 10,000 lines or more, although that
might increase the probability of detection through packet capture showing numerous
suspiciously large email data files, all the same or a similar size. To address this, MOSAIC
includes an optional chunk randomization mode (enabled via --randomize) that varies the
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size of each fragment between 30% and 170% of the average chunk size. Each chunk
receives a random size within that range, with feasibility clamping applied so that no
chunk is too small to be useful or so large that remaining chunks cannot fit within their
own bounds. The total data is preserved exactly; only the split points move. Because the
decoder already reads each fragment’s full header value regardless of size, randomized
chunks require no changes to the reassembly process. With randomization enabled, a
ten-chunk transfer that would normally produce ten identically-sized emails instead
produces messages ranging from roughly 5KB to 21KB—traffic that more closely
resembles ordinary varied email activity.

II. Demonstration Walkthrough

The mosaic.sh script includes a self-contained demo mode that runs the full
encode–fragment–embed–reassemble–verify pipeline on any input file and produces a local
directory of artifacts for inspection. The following walkthrough uses a small PNG test
image (320× 240 pixels, 1,718 bytes) to illustrate the process end to end.

Phase 1: File preparation. The demo begins by Base64-encoding the input image.
The 1,718-byte binary file becomes a stream of printable ASCII characters wrapped to
79-character lines, the same line length used by standard MIME encoding. A SHA-256
digest of the original file is computed and stored for later verification:

SHA256: 4c535f1caeb220037f8c0867de15760b08eb927c
71f20006c8ffe072482d9a2f

Phase 2: Fragmentation. The Base64 stream is split into five chunks of approximately
six lines each (the number of chunks is arbitrary and configurable). Each chunk becomes
one fragment that will be embedded in a separate email.

Phase 3: Email embedding. For each fragment, MOSAIC generates a complete
RFC 2822-compliant email message. The fragment data is placed in a custom header; the
message body contains only ordinary cover text. Below is an abbreviated example of the
first email’s headers:

From: MOSAIC System <mosaic-sender@example.com>
To: <mosaic-receiver@example.com>
Subject: MOSAIC [1/5]
Date: Fri, 06 Mar 2026 14:45:33 -0800
Message-ID: <mosaic-1-5-177283...@mosaic.local>
MIME-Version: 1.0
Content-Type: text/plain; charset=utf-8
X-Custom-XAA-XAE: iVBORw0KGgoAAAANSUhEUgAAAUA...
X-Custom-Digest: 4c535f1caeb220037f8c0867de...

4



The header X-Custom-XAA-XAE indicates this is fragment 1 of 5. The header’s value
contains the Base64 data for this chunk. The X-Custom-Digest header carries the SHA-256
hash of the original file, providing an integrity check independent of any single fragment.

Phase 4: Extraction and reassembly. The decoder scans each .eml file in the target
directory, searching for headers matching the pattern
X-Custom-X[A-Z][A-Z]-X[A-Z][A-Z]. When a matching header is found, the decoder
parses the sequence number and total count from the header name, extracts the Base64
value, and stores the fragment keyed by its sequence number. After all emails have been
processed, the fragments are concatenated in order and Base64-decoded to produce the
output file.

Phase 5: Verification. The SHA-256 digest of the reassembled file is compared against
the digest embedded in the email headers:

Original SHA256: 4c535f1caeb220037f8c0867de15760b...
Reassembled SHA256: 4c535f1caeb220037f8c0867de15760b...

SHA256 match: YES
Integrity: PASS

The hashes match, confirming that the reassembled PNG is bit-for-bit identical to the
original. The file type is independently verified via the file’s magic bytes. This
demonstrates that the full pipeline (encoding, fragmentation, embedding into email
headers, extraction, and reassembly) is lossless.

III. Fragment Mode

The fragment command is the production counterpart of the demo. Where the demo runs
the full pipeline locally for inspection, fragment is designed either to stage email files on
disk for later transmission or to send them directly through an SMTP server in a single
invocation.

The pipeline is identical to the demo through the first three phases: the input file is
Base64-encoded, the resulting stream is split into N chunks (configurable via --chunks or
--lines-per-chunk; an optional --randomize flag produces variable-size chunks as
described in Section I), and each chunk is embedded in the X-Custom header of a separate
RFC 2822 message. The emails are written to a local mosaic_output/emails/ directory.
If SMTP credentials are provided, a fourth phase transmits the emails in sequence.

Local-only fragmentation. When run without SMTP flags, fragment produces a
directory of .eml files ready for manual sending or queuing:
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$ ./mosaic.sh fragment --file secret.jpg --chunks 5 --randomize

-- PHASE 1: FILE PREPARATION --
Input file: secret.jpg (48205 bytes)
SHA256: a1b2c3d4e5f6...

-- PHASE 2: FRAGMENTATION --
Split into 5 fragments (randomized: 4-22 lines, avg ˜13)

-- PHASE 3: EMAIL GENERATION --
Fragment 1/5 | Header: X-Custom-XAA-XAE | 6210 bytes
Fragment 2/5 | Header: X-Custom-XAB-XAE | 17483 bytes
...
Created 5 email messages in RFC 2822 format

SMTP transmission. When the --smtp-server, --user, --pass, --from, and --to
flags are supplied, the script sends each .eml file through the specified server using curl
with SSL/TLS. A one-second delay is inserted between messages to avoid rate-limiting. The
subject line of each email contains a timestamped tag (e.g., MOSAIC-1741592400) and the
fragment index, so the recipient’s decoder can locate the correct messages later. Example:

$ ./mosaic.sh fragment --file secret.jpg --chunks 5 \
--smtp-server smtps://mail.example.com:465 \
--user alice --pass **** \
--from alice@example.com --to bob@example.com

-- PHASE 4: SENDING VIA SMTP --
Sent msg_0001.eml
Sent msg_0002.eml
...
All 5 fragment emails sent successfully

At the conclusion of either path, the script prints a summary that includes the original file
size, the number of fragments, the total size of all generated emails, the SHA-256 digest,
and the subject tag.

IV. Decode Mode

The decode command reverses the fragmentation process. It accepts email messages from
one of three sources (a local directory of .eml files, an IMAP server, or a remote Maildir
accessed over SSH), extracts the MOSAIC fragment headers, reassembles the fragments in
sequence-number order, Base64-decodes the concatenated stream, and writes the resulting
binary file to disk.
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Regardless of the source, the extraction logic is the same. The decoder reads the header
section of each email (everything before the first blank line), identifies any header matching
the pattern X-Custom-X[A-Z][A-Z]-X[A-Z][A-Z], and handles RFC 2822 header folding
(continuation lines beginning with whitespace). The sequence number and total count are
parsed from the header name; the Base64 payload is stored keyed by sequence number.
After all messages have been processed, the fragments are concatenated in order and
decoded.

For IMAP retrieval, the decoder issues a SEARCH command filtered by subject tag
(--subject) or date range (--days), downloads each matching message by UID, and feeds
the results into the extraction pipeline. For SSH retrieval, the decoder runs a remote grep
to identify files containing MOSAIC header patterns, transfers only the matching files via
scp, and then extracts locally. In both cases only the relevant messages are downloaded,
minimizing bandwidth and exposure.

Example: decoding from a local directory.

$ ./mosaic.sh decode --dir ./mosaic_output/emails/

-- PHASE 1: SCANNING EMAIL FILES --
Found 5 email files

-- PHASE 2: EXTRACTION & REASSEMBLY --
Extracted fragment 1/5 from msg_0001.eml
Extracted fragment 2/5 from msg_0002.eml
...
Extracted 5/5 fragments
Reassembled file: 48205 bytes
File type: JPEG image data

-- VERIFICATION --
Embedded SHA256: a1b2c3d4e5f6...
Decoded SHA256: a1b2c3d4e5f6...
INTEGRITY VERIFIED - SHA256 matches embedded digest

The decoder automatically detects the reassembled file’s type via its magic bytes and
appends the appropriate extension (.png, .jpg, .pdf, etc.). If an X-Custom-Digest header
is present in the source emails, the SHA-256 hash of the decoded file is compared against it
and the result is reported. If the digest is absent, the decoder notes that integrity cannot
be verified.

V. Scan Mode

The scan command is a detection tool. Rather than reassembling a file, it inspects a

7



corpus of email messages for the presence of MOSAIC fragment patterns and produces a
report suitable for forensic review. It supports the same three data sources as decode: a
local directory, an IMAP mailbox, or a remote Maildir over SSH.

For each email, the scanner reads the header section and tests for headers matching the
MOSAIC naming convention. When a match is found, the scanner records the header
name, the fragment’s sequence and total numbers, the size of the Base64 payload, and any
available metadata (subject line, date). Emails without matching headers are silently
skipped.

Example: scanning a local directory.

$ ./mosaic.sh scan --dir ./mosaic_output/emails/

-- MOSAIC DETECTION SCAN --
Scanning ./mosaic_output/emails/ ...
Analyzing 5 email files...

msg_0001.eml
Header: X-Custom-XAA-XAE
Fragment: 1 of 5
Payload: 12940 bytes of base64 data
Subject: MOSAIC-1741592400 [1/5]

msg_0002.eml
Header: X-Custom-XAB-XAE
Fragment: 2 of 5
...

-- DETECTION REPORT --
MOSAIC FRAGMENT PATTERN DETECTED
Emails scanned: 5
Suspicious emails: 5
Total payload: 64700 bytes (base64)
Est. file size: ˜48525 bytes

The scan does not attempt to decode or reassemble the data; its purpose is detection only.
This separation is deliberate: an investigator may wish to confirm the presence of covert
traffic before committing to full extraction, and the scan can be run against an entire
mailbox without writing any decoded content to disk.

The scan’s three data-source modes mirror those of decode. Over IMAP, the scanner
downloads all messages (or those within a specified date window via --days) and inspects
each one. Over SSH, it first runs a remote grep against the Maildir to identify candidate
files, downloads only those candidates, and then performs the detailed header analysis
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locally. In both network modes the initial filtering step keeps bandwidth low and avoids
transferring the full mailbox.

Scan mode is suitable for enhancement by A.I. to capture custom headers and analyze
patterns in them to see whether payload data is included. In any scenario, scan mode only
requires access to the user’s IMAP credentials, home directory (including Maildir), and/or
SSH. MBOX format is currently not supported, but will be added in a future release.

Practical Demonstration

This screenshot depicts a connection via a SSH tunnel to the authors’ email server. The
user connects to the Postfix daemon from the command line via Telnet and manually sends
an email by typing it into Telnet. The custom headers would be where the MOSAIC data
goes, and can either be typed in manually, copied/pasted, or sent through automated
processes.
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This screenshot shows the email as received by the user’s desktop email program.

This screenshot shows the source of the email in question. As indicated, the headers are
there and can be any arbitrary length. The EML files created by the demonstration script
(mosaic.sh) can actually be sent in this manner quite easily, as well, by simply displaying
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them and piping the output to the Telnet session.

Conclusion

The current mosaic.sh interactive shell script5 is provided along with this white paper, and
updates may be downloaded at the following link, as well:

https://www.watters.law/articles/attachments/mosaic.sh

The proof of concept proves that the covert distribution of CSAM through message
fragments is entirely possible, easy, and convenient. It is highly probable that offenders are
already using this technique to distribute and pay for CSAM.

The authors may be reached via email at andrew@watters.law, or by mail/phone as
indicated in the cover page.

5As of this date, the Bitcoin payment module and blockchain ledger are not included, but will be in the next
release.
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